Abstract-In this paper, we investigate the roles of cooperative jamming (CJ) and noise forwarding (NF) in improving the achievable secrecy rates of a Gaussian wiretap channel (GWT). In particular, we study the role of a deaf helper in confusing the eavesdropper in a GWT channel by either transmitting white Gaussian noise (cooperative jamming) or by transmitting a dummy codeword of no context yet drawn from a codebook known to both the destination and the eavesdropper (noise forwarding). We first study the conditions in which each mode of deaf cooperation improves over the secrecy capacity of the original wiretap channel. Secondly, we derive the optimal power allocation for both the source and the helping node to be used in each of the two modes of deaf helping. Thirdly, we consider the deaf helper selection problem where there are N relays present in the system and it is required to select the best K deaf helpers, K ≥ 1, that yield the maximum possible achievable secrecy rate with deaf cooperation using K relays. First, we give an optimal strategy for the case of K = 1, i.e., for the selection of a single deaf helper. We propose a suboptimal strategy for selection in the general case where K > 1. We discuss the complexity of each of the two strategies. Finally, we verify the performance of the proposed strategies through numerical examples.
I. INTRODUCTION
The notion of introducing artificial noise in a GWT channel by a helpful interferer to confuse the eavesdropper and improve over the secrecy capacity of the original wiretap channel was introduced in [1] , [2] , [3] , [4] . In [2] , [3] , [4] , this notion was called cooperative jamming (CJ) . The term refers to the cooperation strategy in which a helping interferer transmits white Gaussian noise when it can hurt the eavesdropper more than it can hurt the legitimate receiver and hence improve the achievable secrecy rate. In [5] , the idea of helping interferer was applied to the GWT channel in a scheme tantamount to the CJ scheme of the two-user multiple access wiretap channel where one of the users performs cooperative jamming. In [6] , the destination carried out jamming over the feedback channel to confuse the eavesdropper.
In fact the role of a helping node in improving secrecy can be better understood in the relay-eavesdropper channel in which the relay, which is assumed to be a trusted entity, can help improve secrecy either by listening to the source or by acting as a deaf helper. The role of a relay node to provide and improve secrecy in a wiretap channel was first studied in [7] . In particular, reference [7] introduced another This work was supported by NSF Gants CCF 07-29127, CNS 09-64632, CCF 09-64645 and CCF 10-18185. passive (deaf) mode of cooperation, called noise forwarding (NF), in which the relay node sends a dummy (context-free) codeword drawn at random from a codebook that is known to both the legitimate receiver and the eavesdropper to introduce helpful interference that would hurt the eavesdropper more than the legitimate receiver. The idea of such strategy is to create a virtual multiple access wiretap channel where only one user (the source) is active, i.e., sending relevant information, while the other user (the relay) is acting as an interferer that sends a signal drawn from a given codebook. In this way, the destination can perform successive decoding and cancel out the relay signal and achieve higher secrecy rate for the intended message.
At this point, it is useful to study and compare the two aforementioned alternatives of deaf cooperation for secrecy introduced in the literature. Generally speaking, it is not useful to perform CJ when the helper is closer to the destination than to the eavesdropper, on the other hand, one can still introduce helpful interference in this case by transmitting a dummy codeword from a codebook that is known to the destination and the eavesdropper. The transmission of dummy codewords refers to Wyner's idea of stochastic encoding for secrecy [8] where multiple codewords are associated with a single message. Since the cost of these dummy codewords is a decrease in the transmitter's rate, if the helper takes the responsibility of sending these dummy codewords, then the secrecy rate of the transmitter may improve [9] .
In this paper, we investigate in detail the conditions under which a deaf helper performing either CJ or NF strategy would give rise to a larger achievable secrecy rate than the secrecy capacity of the original GWT channel. Moreover, we derive the optimal power allocation policy for each of the two strategies where we assume that the source, the deaf helper, the legitimate receiver, and the eavesdropper have perfect knowledge of all the relevant channel gains.
Another problem that was presented in the literature was the problem of relay selection under a secrecy constraint in cooperative networks with multiple relays. For example, reference [10] proposes a scheme that enables an opportunistic selection of two relays to increase security where one relay uses DF strategy while the other uses CJ strategy to introduce useful interference and thus help increase the achievable secrecy rate.
In this paper, we consider applying both CJ and NF strategies in multiple-relay networks to improve secrecy rates achievable when only CJ strategy is used. In particular, we consider a multiple relay network of N relays in addition to a source, a legitimate receiver, and an eavesdropper. The objective is to select a set of K, K ≤ N relays that act as the best deaf helpers, i.e., that maximize the secrecy rate achievable by deaf cooperation using K relays. We first consider the special case of K = 1. We propose an optimal Single Deaf Helper Selection (SDHS) strategy that identifies the optimal deaf helper node and its mode of cooperation (CJ or NF). Our strategy is simple and requires O(N ) computations. Second, we consider the general selection problem, i.e., the case where K > 1. Both the selection and the optimal power allocation problems are hard in this case. Therefore, we propose a suboptimal Multiple Deaf Helper Selection (MDHS) strategy that selects K (or less) relays over K (or less) selection stages in which the source and the relays negotiate to identify the deaf helpers to be selected one by one. We also show that the complexity of our strategy, compared to that of an optimal strategy, is reduced by an exponential factor for N large enough. Finally, we give some numerical examples to compare our strategies, in terms of the achievable secrecy rate, with those based on only one mode of deaf cooperation. We also quantify through some numerical examples the improvement in the achievable secrecy rate when the MDHS strategy is used instead of the SDHS strategy.
II. SYSTEM MODEL
We consider the following communication scenario. A source, s, sends a confidential message to a destination, d, over an AWGN channel in the presence of an informed eavesdropper, e. The communication occurs in the presence of a set of N nodes (relays), N = {r 1 , ..., r N }, from which one is selected to help improve the achievable perfect secrecy through deaf cooperation, i.e., CJ or NF (see Figure 1) . Assuming that the relay node r ∈ N is selected to be the deaf helper, the outputs of the GWT channel, with the deaf helper r, at the destination and the eavesdropper are given by
where γ k,l , k ∈ {s, r}, l ∈ {d, e}, is the channel gain between nodes k and l,X k , k ∈ {s, r} is the channel input at node k, and N, N are real-valued zero mean, unit variance AWGN at the destination and the eavesdropper, respectively. The channel inputs satisfy the following average power constraints
It is assumed that all channel gains in (1)-(2) are known to s, d, r, and e. For a fixed deaf helper node, r, the above system given by (1)- (2) and power constraints (3) is equivalent to
with
where
, k ∈ {s, r}.
III. IMPROVING SECRECY THROUGH DEAF COOPERATION
In this section, we consider the CJ and the NF schemes. In both schemes, the channel input at the source X s in (4)- (5) is a symbol of the codeword that represents the encoded confidential message. Such codeword is drawn from an i.i.d. Gaussian codebook, i.e., X s is Gaussian random variable with zero mean and variance P s where P s ≤P s . Also, in both schemes, the channel input at the deaf helper X r in (4)- (5) is also Gaussian with zero mean and variance P r where P r ≤P r . However, the difference between the two schemes comes from the origin of X r . In the CJ scheme, X r is white Gaussian noise that plays the same role as the background noise at the destination and the eavesdropper except for the fact that it is generated artificially. On the other hand, in the NF scheme, X r is a symbol of a dummy (context-free) codeword drawn from a Gaussian codebook that is assumed to be available at both the destination and the eavesdropper. Accordingly, for given power values P s and P r , the secrecy rate achievable by the CJ scheme, R CJ is given by
Whereas the secrecy rate achievable by the NF scheme [7] , R NF , is given by
On the other hand, when no helper node is involved, the secrecy capacity of the original GWT channel [11] for a given power value P s is given by
where (x) + = max(0, x). In the following theorem, we give the necessary and sufficient conditions for
One important observation one can make in regard with Theorem 1 is that the CJ strategy cannot be beneficial, i.e., achieves higher secrecy rate than the secrecy capacity of the original GWT channel, if the value of the relative channel gain between the relay node and the eavesdropper h r is less than 1 or less than the value of the relative channel gain between the source and the eavesdropper h s . On the other hand, the NF strategy is not useful, if h r > 1.
IV. MAXIMIZING THE SECRECY RATES ACHIEVABLE BY
THE CJ AND NF SCHEMES For fixed relative channel gains h s and h r , we obtain the solution of the following optimization problems.
be the maximizer of (10) (hr−hs) .
As a consequence of Theorem 2, one can identify, in terms of the relative channel gains solely, the minimal set of necessary conditions for each ofR CJ > C GW T and R NF > C GW T to hold. These conditions are stated formally in the following corollary.
.
V. DEAF HELPER SELECTION PROBLEM A. Single Deaf Helper Selection
In this section, we are interested in selecting one relay from the set N of N relays that would act as the best deaf helper that maximizes the achievable secrecy rate which could be either R CJ if the best deaf helper is a cooperative jammer orR NF if the best deaf helper is a noise forwarder. Here, we assume that the original power constraints at the relaysρ r , r ∈ N given by (3) are equal. That isρ r =ρ ∀r ∈ N . Consequently, the scaled power constraints at the relaysP r , r ∈ N , given by (6), have different values depending on the values of the corresponding channel gains γ r,d , r ∈ N . Thus, in order to clarify the presentation in this section, we choose to consider the original system given by (1)- (2) 
is the set of potential cooperative jammers, and
is the set of potential noise forwarders. In other words, the set N CJ is the set that contains every relay node that if acted as a cooperative jammer would, for appropriately allocated power, yield a secrecy rate that is greater than C GW T . On the other hand, the set N NF is the set that contains every relay node that if acted as a noise forwarder would, for appropriately allocated power, yield a secrecy rate that is greater or equal to C GW T . One can always regard the optimal power allocation policies (ρ Hence, the optimal ratesR CJ andR NF can be also regarded as functions of (γ r,d , γ r,e ). Below, we describe a strategy for selecting the optimal relay node r * ∈ N that maximizes the deaf cooperation secrecy rate.
Single Deaf Helper Selection (SDHS) strategy: For each r ∈ N , using its knowledge of its own channel gains and using the conditions in (14)- (15), r identifies which mode of cooperation (CJ or NF) it should target. Accordingly, r computes one of the two ratesR CJ (γ r,d , γ r,e ) andR NF (γ r,d , γ r,e ) depending on the target mode of cooperation. We note that the rate is computed using the values of the optimal power allocations that are given by Theorem 2. Then r sends this information to s. Upon receiving such information from all r ∈ N , s identifies the relay r * with the maximum rate R * and knows its mode of cooperation. Consequently, s notifies r * that it has been selected as the optimal deaf helper which in turn notifies d of the former's selection. It is assumed that this information is also intercepted by e. By executing the SDHS strategy described above, the optimal relay r * that achieves
, γ r,e )} is identified together with its mode of deaf cooperation.
Assuming that evaluating any of the rate or power functions given above requires O(1) computations since computation is done in a distributed fashion over N relays, it follows that the complexity of the above strategy in terms of the number of computations required during its execution is O(N ). This is due to the fact that finding the maximum of all the rates received by s from all r ∈ N requires O(N ) computations.
B. Multiple Deaf Helpers Selection
The system permits us to involve at most K relays, 1 ≤ K ≤ N , in deaf cooperation. Each relay can be either a cooperative jammer or a noise forwarder. Let 
In fact, the problem of finding the optimal set of deaf helpers whose size is at most K is hard for K > 1 in general. Not only the selection problem is hard in this case, but also even if we fix K deaf helpers, K > 1, then the problem of finding the optimal power allocations becomes analytically intractable in this case. Consequently, no closed-form solutions could be found and we are left with search algorithms whose running time could be unacceptably large and their convergence to the global optimum is not even guaranteed. Hence, we propose below a suboptimal strategy that builds upon the SDHS strategy presented earlier to select at most K out of the available N relays that would possibly operate in different modes of cooperation to achieve larger secrecy rate. Multiple Deaf Helpers Selection (MDHS) strategy: The strategy is carried out over at most K stages to select at most K deaf helpers. In the first stage, we run the SDHS strategy to obtain the best deaf helper r * 1 ∈ N, identify its mode of cooperation (CJ or NF), and compute the corresponding achievable secrecy rate R * i +1 computations. Note that each relay r ∈ N computes the rate in (16) on its own, i.e., the computation of all the rates is done in a distributed fashion over the N relays in every stage of the strategy. That is why the term i2 i is not scaled by N . Since there are at most K selection stages in the MDHS strategy, in the worst case, the total number of computations required in the execution of the MDHS strategy is K(2
On the other hand, an optimal strategy that computes the achievable secrecy rate using every possible set of relays M ⊆ N with |M| ≤ K, then finding the maximum rate together with the optimal relay assignment would require
2 , and α = 1, otherwise, where H(.) is the binary entropy function. Clearly, the MDHS strategy requires much less computations. In particular, for N large enough, the reduction in complexity becomes exponential in N .
VI. NUMERICAL EXAMPLES
We consider a disk of radius 1 km where the source is located at the center, both the destination and the eavesdropper are located at some fixed points on the circumference. We consider N relays whose locations are chosen randomly and uniformly in this disk. Each channel gain is generated according to the formula: γ = SV d α where γ is the channel gain, S is a lognormal random variable to account for shadowing, and V is a Rayleigh random variable for fading, d is the distance, and α is the path loss. We assume that the underlying Gaussian random variables from which S and V are generated are independent, zero mean, and unit variance Gaussian random variables. We also take α = 3. We setρ s = 10 and ρ r = 1 ∀r ∈ N . In Figure 2 , we plot the achievable secrecy rate against the maximum allowed number of helpers, K, for N = 25 and 50, in three different cases. In the first case, the secrecy rate is obtained using the MDHS strategy described in the previous section. In the second case, we only consider CJ as the only deaf cooperation mode, i.e., ignore all the relays in N NF and use the MDHS strategy for the nodes in N CJ only. In the third case, we consider only NF as the only mode available of deaf cooperation. It is clear from Figure 2 that making use of the two modes (CJ/NF) together in the system could significantly increase the achievable secrecy rates. Also, we notice that one could benefit from considering a larger set of relays, i.e., larger N , as this may lead to a better selected set of helpers. In Figure 3 the achievable secrecy rate, R * , is plotted against the maximum allowed number of helpers, K, for three different realizations of the relays where N = 50. It can be seen that the selected helpers could be cooperative jammers (CJ) or noise forwarders (NF), or both, and that one can improve the achievable rate by selecting more than one helper. One can also see that the number of selected helpers could be less than K. Specifically, for the realizations considered here, the numbers of selected helpers are 2, 4, and 6.
